THE LEGAL STRUCTURE FOR E-GOVERNMENT:
THE U.S. APPROACH

CRAIG J. BLAKELEY

A

4 A

ALLIANCE
LAW GROUP..

www.Alliancel awGr oup.com

“e-Government in Action 2001
February 5- 7, 2001
Muscat, Oman


http://www.AllianceLawGroup.com

E-GOVERNMENT

o A structurefor effectivee-gov’'tisa
result of coordinated, mutually supportive
legal requirements and policieswith
sufficient flexibility to be able to adapt to
new circumstances and new technologies.

 IntheU.S, e-gov't policiesand legal
reguirements have been adopted by
national & state gov’ts., aswell asan
Increasing number of local (city and county)
gover nments

e Thispresentation focuses on the Federal #
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PURPOSES OF FEDERAL
E-GOVERNMENT LEGISLATION & REGULATIONS

 Establish Mandate for E-Gover nment
e Create Management Infrastructure

« Safeguard Security & Privacy
 Facilitate Electronic Transactions

 Broaden Accessto E-Gov't
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MAJOR E-GOVERNMENT LEGISLATION

» Paperwork Reduction Act of 1995
http://www.cio.gov/files/s244 enr.txt

 Infor mation Technology M anagement Reform

Act of 1996 (Clinger-Cohen Act)
http://www.cio.gov/docs/s1124 en.htm

e Government Paperwork Elimination Act (1998)
http://mwww.cio.gov/files/gpeal aw. pdf
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PAPERWORK REDUCTION ACT OF 1995

Assigns to Office of Management & Budget (“OMB”)
responsibility for:

 developing, coordinating and over seeing
Implementation of Federal information
I esour ces management & principles, standards
& guidelinesfor Federal IT functions

e QVerseeing policies concerning privacy, security
confidentiality and sharing of information & the
acquisition and use of infor mation technology !
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PAPERWORK REDUCTION ACT OF 1995

(cont.)

OMB also required to:

 periodically evaluate major Federal information
systems

e promotetheuseof IT by the Federal Gov't to
Improve productivity and efficiency & to
disseminate infor mation to the public
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PAPERWORK REDUCTION ACT OF 1995

(cont.)

Federal agenciesarerequired to:
e promotetheuseof IT
e Implement & enforce Governmentwide I T standards

e assume responsibility & accountability for I T
Investments

 safeguard privacy & security
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| nfor mation Technology Management Reform Act of 1996
(Clinger-Cohen Act)

* Requires Federal Executive Branch agenciesto
utilize performance and results based-management
In their investment and utilization of I T

 Createsthe office of Chief Information Officer
(CI10) for each Federal Executive Branch agency

* Requires CIOsto managetheagency’s| T and
Information resources & , among other things, to
regularly assess therequirements established for
agency personnel with respect to information #

I esour ce management ALLIANCE
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GOVERNMENT PAPERWORK ELMINATION ACT

* Requires Federal agencies, by October
21, 2003, to allow individuals or entitiesthat
deal with the agenciesto submit information
or transact with the agency electronically,
to maintain records electronically, and to
use electronic signatures (for non-procurement
contracts), all “when practicable”

» Also specifiesthat electronic records submitted
or maintained consistent with GPEA & electronic
signatureswill not be rendered unenfor ceable é

because they arein electronic form
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GOVERNMENT PAPERWORK ELMINATION ACT

(cont.)

* Implementation requires cost-benefit and risk
analysis asto whether and how to convert particular
type of transaction or filing to electronic version

OMB Memorandum M-00-10, “OM B Procedures

and Guidance on Implementing the Gover nment
Paperwork Elimination Act” (April 25, 2000)
http://www.whitehouse.gov/omb/memoranda/m00-10.html

OMB Appendix Il to Circular A-130, “Implementation of
the Government Paperwork Elimination Act” (Nov. 30, 2000)
http://mwww.cio.gov/docs/Appendix_I1.htm

L egal Considerationsin Designing & I mplementing g
Electronic Processes. A Guidefor Federal Agencies a4

U.S. Dept. of Justice (Nov. 28, 2000)
http://www.cio.gov/docs/eprocess.htm A&élégg[? |
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OTHER SIGNIFICANT E-GOV'T POLICY
STATEMENTS

Executive Order 13011, “Federal I nformation

Technology” (July 16, 1996)
http://www.cio.gov/docs/ex013011.html

 confirms commitment of Federal Gov’t
touseof IT toimprove performance
and reduce paperwor k

e creates Federal CIO Council to serve as

principal interagency forumon T g
matters ya
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OTHER SIGNIFICANT E-GOV'T POLICY
STATEMENTS

(cont.)

OMB Circular No. A-130, “Management of
Federal Infor mation Resour ces’
http://www.cio.gov/docs/Recompiled A-1301.htm

e setsforth goals for the management of Federal
Information resour ces, including free flow of
Information to the public, maintaining privacy
of individual information and security of
data

e establishes policy for agency information !
planning, collection, record management Lx
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SECURITY

e It isafederal crimeto accessafederal gov't
computer without authorization
18 U.S.C. § 1030.

* Federal gov’'t agenciesarerequired totake
security precautionsto safeguard electronic
systems and infor mation commensur ate with
the importance of the information and the
degree of risk.

OMB Circular No. A-130, “Management of Federal Information

Resour ces’ g
http://www.whitehouse.gov/omb/circulars/al30/al30transd.html =%
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SECURITY

(cont.)

 Annual program reviews, | nspector
General reports, and OMB reports
on security issuesto Congressarerequired

Government Information Security Reform Act
http://www.cio.gov/docsyNDAA2001.htm

OMB Memorandum M-01-08, “ Guidance on
| mplementing the Gover nment Information

Security Reform Act” (January 16, 2001)
http://mwww.whitehouse.gov/omb/memoranda/m01-08.pdf
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PRIVACY

* Federal agenciesarerequired to protect
individual’sright to privacy when they collect
personal information

Federal Privacy Act & OMB Circular A-130,
“Management of Federal I nformation Resour ces’
Transmittal Memorandum No. 4 (Nov. 30, 2000)

http://www.cio.gov/docs/Recompiled A-1301.htm

* Federal agenciesarerequired to disclose privacy
policies on web sites; presumption isagainst use
of “ cookies’

OMB Memoranda MM-99-18 (June 2, 1999) &

M M -00-13 (June 22, 2000) A

http://www.whitehouse.gov/omb/memoranda/m99-18.html LA
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FACILITATION OF ELECTRONIC TRANSACTIONS

* Requirementsfor procurement by Federal
agencies have been smplified for transactions
at or below $100,000 wher e the agency
has developed and is utilizing certain e-commer ce
capabilitiesin its procurement processes. Certain
public notice requirements are eliminated for
transactions of $250,000 or lessif full eecommerce
(FACNET) system isused for the procurement.

Federal Acquisition Streamlining Act of 1994
http://ec.msfc.nasa.gov/msfc/sat.html  (Summary of Act) g
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FACILITATION OF ELECTRONIC TRANSACTIONS

(cont.)

Electronic Signaturesin Global and National
Commer ce Act (2000) (E-SIGN)

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cqi ?dbname=106 cong bills& docid=f:s761enr.txt.pdf

* Permits (but does not require) electronic signaturesin
commer cial contracts & recognizestheir validity

* Appliesto commer cial contracts entered into by Fed. Gov't,;
but permitsgov’t to impose additional authentication
requirementsfor procurement contracts

OMB Memorandum M-00-15, “OMB Guidance

on Implementing the Electronic Signaturesin

Global and National Commerce Act” (Sept. 25, 2000)
http://mwww.whitehouse.gov/omb/memoranda/mQ00-15.html LA
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ACCESS

e E-Ratefor schools, libraries &
rural health care providers

 Section 508 requirementsfor
enabling disabled
individualsto access| T equipment
and the Internet

e Telecommunications Act of 1996
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ACCESS

E-Rate
Created by Section 254(h) of the Telcomm-
unications Act of 1996

http://www.fcc.gov/Reports/tcom1996.pdf (Telecom. Act)
http://www.fcc.gov/ccb/universal _service/fcc97157/97157pdf.ntml

(First FCC Report & Order, Universal Service)

http://mwww.fcc.gov/Bureaus/Common_Carrier/Orders/1998/fcc98120. pdf
(Fourth FCC Report & Order, Universal Service)

*Subsidizes I nter net access by
schoolsand libraries, and rural health
careproviders

Funded out of Universal Service Fund o

: - ALLIANCE
(paid by telephone subscribers as part LAW GROUP..
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ACCESS

(cont.)

Section 508 of the Rehabilitation Act Amendments of
1998  http://mww.fce.gov/dtf/sectio~1.html

o mplementing Rulesissued by the U.S. Access Board

on December 21, 2000 (effective June 21, 2001)
http://www.access-boar d.gov/sec508/508standar ds.htm

*Requirethat when U.S. Gov't dept’s or agencies
develop, procure, maintain, or use electronic and
Infor mation technology, they must ensurethat
thetechnology is accessibleto those with dis-
abilities, unless an “undue burden” would thereby
be imposed on the department or agency.


http://www.fcc.gov/dtf/sectio~1.html
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ACCESS

(cont.)

Telecommunications Act of 1996
http://www.fcc.gov/Reports/tcom1996. pdf

 |n addition to e-rate program, Act requires
competition in local phone markets, including
mandatory resale to new entrantsand
unbundling of services by incumbent carriers

» Act has encouraged introduction of new carriers
and new services, thusfacilitating citizen/business
accessto e-gov't services


http://www.fcc.gov/Reports/tcom1996.pdf

APPENDI X

For a sampling of state e-gov’t policies see
California
http://www.ss.ca.gov/executive/bj _tech plan.htm

Utah
http://www.cio.state.ut.us/Docs/| TPolicy/digital _state.htm

Washington
A

http://www.wa.gov/dis/e-gov/plan/ LIx
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