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Cybercrime Law

* Why do we need cybercrime law?
 What arethe elements of cybercrime law?

e Some emerging issuesin cybercrimelaw.
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The Role of Cybercrime Law

* Cybercrimelaw isnot by itself sufficient to deter
or addresscybercrime. However, it isacritical
component in:

*Developing a National Strategy for Cybersecurity
*Deterring Cybercrime; and

*Promoting a National Culture of Cybersecurity
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Why Do We Need Cybercrime Law?

e Conventional/Traditional Law is not sufficient
to cover cybercrime.

e Cybercrime can bevery costly and can seriously
weaken confidencein ICT, thusdisrupting
economic growth and development.

e Cybercrimeisincreasingly international in
Scope.
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Conventional/Traditional Law |s Not
Sufficient to Cover Cybercrime

* What do we mean when we say “cybercrime?”

e Initsbroadest sense, we mean any type of
misconduct or crimethat can be committed or
assisted through the use of a computer or the
| nternet.
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Cybercrime: What 1s1t?

« Use of a computer/Internet to do something
that would beacrimein any case.

Analogy: Murder isthetaking of a human life without
justification whether done with a rock, a sword, a gun

electricity, poison, etc. Thecrimeisdefined in terms of
the end result -- not how that result was brought about.

* Fraud (credit card or identity theft)
 Child Pornography
o Intellectual Property Violations

« Stalking &
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Cybercrime: What 1s1t?

» Use of a computer/Internet to commit a “traditional”
crimein adifferent way or to dramatically increase
theimpact of a“traditional” crime.

* Fraud (credit card or identity theft)
 “Phishing” -- obtaining identity infor mation or
credit card numbers by masguerading asa
legitimate business representative (such asa
Web site or through e-mail)
e Child Pornography & Intellectual Property

Violations
 Internet can be used to distribute &%Li
on aworldwide basis& can be ALLIANCE
used to hide geographic location LAW GROUP..

www.Alliancel awGroup.com

of crimeor to escape jurisdiction
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Cyber Crime: What isit?

» Use of a computer/Internet to commit a “traditional”
crimein adifferent way or to dramatically increase
theimpact of a“traditional” crime. (cont.)

» Cyberstalking -- Use of e-mail or other electronic
communication by computer to threaten, harass,
or put an individual in fear of harm.
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Cyber Crime: What isit?

« Use of a computer/Internet to do something
that we want to prohibit (i.e.,, make criminal)
but which action (crime) would not be possible
without a computer/I nternet.

Analogy: Drunk driving would not be a crime
(i.e., would not be possible) without an automobile.

o Computer viruses

e Spam

e Hacking

e Distributed Denial of Service Attacks ‘Fti
ALLIANCE

LAW GROUP..
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A Cybercrime Law Is Necessary Because
Traditional Penal Laws Are Not Adequate.

e Credit Card Fraud (for example): Under existing law
a fraudulent transaction does not lose its fraudulent
(i.e., criminal) naturejust because it takes place online
rather than through a paper transaction. However, the
Impact may be significantly greater when it takes place
online.

e Hacking, Denial of Service Attacks, Virusesetc.:
Existing Lawsareinsufficient. There
Isnot a physical entry or taking. And even if laws

could beinterpreted to cover such activity ‘Fti
(a dubious proposition), the deterrence ALLIANCE

effect of a law of uncertain application would = LAW GROUP..
www.Alliancel awGr oup.com
bevery low.
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Risks in the Absence of a Specific Law

« Example: TheLoveBug Virus

e Originated with a student in the Philippinesin 2000

» Spread via e-mail with the subject of
“I LoveYou” and an attachment reading
“LOVE-LETTER-FOR-YOU”

 Thevirusoverwroteimportant filesand
sent a copy of the e-mail and virusto everyone
In the computer’s e-mail address book

* Net result was an estimated $10 billion (U.S))
INn economic damages wor ldwide

* Perpetrator could not be prosecuted in

the Philippinesbecausetherewasnolaw ~ As
that prohibited this conduct (e-commerce e

. . ALLIANCE
law was under consideration but had AW GROUP...
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Cybercrime Has a High Cost and
Disruptive/Destructive Conseguences

*Pervasive Nature and Growing I mportance
of the Internet and Computers

e Economic I mportance of Computers & the
Internet (Information & Communications
Technology -- “1CT”)

* Cyber Crime Can Remove or Destroy
Substantial Amounts of Economic Value from
the Internet,ThusIncreasing Costs, Consuming ‘Fti
Resour ces,Discouraging New Investment, and A1 [ JANCE
Causing a L oss of Confidencein thelnternet LAW GROUP.

www.Alliancel awGroup.com
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Cybercrimelsincreasingly
| nter national In Scope

* Cybercrimeisincreasingly decentralized,
spread across numerous countries. Inthis
way, perpetratorscan avoid better avoid
detection and enfor cement efforts.

e Thel TU and others haveindicated that
thereisevidencethat cybercriminalstend
to locate whererelevant law is
weakest or non-existent.
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Cybercrimelsof Concern in the Middle
East

* The Casablanca Conference on Cybercrime (June,
2007)
“ Laid focuson theissueof law reform in the

Arab countries, and therole of cooperation in
Initiating laws, on the national and regional levels,
that conform to theinternational standards of
criminalization and prevention,” and “urged the
establishment of a legal framework of cooperation
between the Arab and foreign public prosecufion
offices or the assisting apparatusesin X
order to curb the grown and ALLIANCE
development of these crimes.” LAW GROUP..

www.Alliancel awGroup.com
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Cybercrimelsof Concern in the Middle
East (cont.)

* The Cairo Conference on Cybercrime (Nov. 2007)
“ Participants note with appreciation the efforts
underway in Egypt and other countries of the
Arab region with regard to the strengthening of
cybercrimelegislation. These efforts should be

given high priority and completed as soon as
possiblein order to protect theregion from the
threat of cybercrime.”

 “The Budapest Convention (2001) on
Cybercrimeisrecognized asthe global
guideline for the development of
cybercrimelegisation. Countriesof the, . .~ X
Arab region are encouraged to make %%Iéggf

use Of thlS mOdeI . _” www.Alliancel awGr oup.com
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Cybercrimelsof Concern in the Middle

East (cont.)

* The Doha Conference on Cybercrime (Feb. 2008)
focused on elementsof the ITU Cybersecurity
Framework including:

*Developing a National Strategy for Cybersecurity

*Establisning a National Government-Industry
Collaboration

Deterring Cybercrime

*Creating National | ncident M anagement
Capabilities; and

*Promoting a National Culture of Cybersecurity
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Evolution of Cybercrime

e Cybercrimeis:
» Sophisticated
e Financially Lucrative
e International
» Cybercrime operations move to countrieslacking
an appropriatelegal structure
e Using a distributed command structure capable
of easily and spreading to computersin
multiple countries
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Evolution of Cybercrime
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What Kind of CybercrimeLaw Is
Needed?

e Cybercrimelaw isneeded in each country, which
contains:

« uniform and flexible definitions of illegal activity

e proceduresto allow the detection of cybercrimes and
capture/preservation of relevant evidence

e method for effective international collaboration
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Convention on Cybercrime
(Also known asthe Budapest
Convention on Cybercrime)

* Opened for signature on Nov. 23, 2001
* Entered into force on Jan. 7, 2004
» Signed by 44 countries

» Ratified/acceded to by 23 countries
Including Canada, Costa Rica, Japan,
M exico, South Africa, and U.S. A
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Convention on Cybercrime
(cont.)

* Thefirst international treaty focused on
crimes committed on the Internet and using
other computer networks

» Generally accepted astheinternational
standard for cybercrime laws/legidation

* Aimed at fostering a common criminal policy
against cybercrime, across multiple countries,
and encouraging international co-operation LR

against cybercrime %%Iéggf
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Convention on Cybercrime
(cont.)

The Convention hasthreeaimsthat are set forth
In three chapters:

 Harmonizing national substantive laws
dealing with cybercrime

 Providing necessary power for theinvestigation
and prosecution of cybercrime offenses

e Creating an effective means of international ,  + *

cooper ation %%Iéggf
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Convention on Cybercrime:
Substantive Criminal Law Provisions

The Convention requires partiesto adopt domestic laws
and other measuresthat will make it a criminal offenseto:
* |lllegal access. (Chap. I1, Sect. 1, Art. 2)
| ntentionally accessthe whole or part of a computer
system without legal right to do so
o lllegal Interception. (Chap. |1, Sect. 1, Art. 3)
| ntentionally inter cept without right non-public
transmissions of datato, from, or within a computer
system
e Data Interference. (Chap. I, Sect. 1, Art. 4)
| ntentionally damage, delete, deteriorate, alter, <%

or suppresscomputer datawithout right  ALLIANCE
LAW GROUP..

www.Alliancel awGroup.com
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

e System Interference. (Chap. |1, Section 1, Art. 5)
|ntentionally seriously hinder without right the
functioning of a computer system by inputting
transmitting, damaging, deleting, deteriorating,
altering or suppressing computer data.

* Misuse of Devices. (Chap. |1, Sec. 1, Art. 6)
| ntentionally and without right,
produce, sell, procurefor use, import, distribute, or
otherwise make available:

» adevicedesigned or adapted for the &
purposes of committing any of the e

offenses specified in Articles1to5or %Is}éggf

www.Alliancel awGroup.com
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

e a computer password, access code

or similar data by which thewhole

or any part of a computer system s

capable of being accessed

« Computer-related forgery.

(Chap. Il, Sec. 1, Art. 7).
| ntentionally and without right, input, alter,
delete, or suppress computer data, resultingin
Inauthentic data with theintent that it be
considered or acted upon for legal purposes&
asif it were authentic, regardless
whether the dataisdirectly readable A&éléggf
and Iﬂt@”lglble www.Alliancel awGr oup.com
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

« Computer-related fraud.
(Chap. |1, Sec. 1, Art. 8)
|ntentionally and without right, and with the
fraudulent intent of procuring without right
an economic benefit for oneself or for another
person, cause a loss of property to any other
person by:

eany input, alteration, deletion or suppression
of computer data or &

4L A

 any interference with tthunCtioningALLIANCE
of a computer system " LAW GROUP..

www.Alliancel awGroup.com



http://www.AllianceLawGroup.com

Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)
Child Pornography (Chap. |1, Sec. 1, Art. 9)

The Convention requires partiesto adopt domestic laws
and other measuresthat will makeit a criminal offense
with respect to child pornography to:
e Produceit for thepurposeof distributing it
through a computer system
o Offer or make it available through a computer

system
e Distribute or transmit it through acomputer&
stem ey
> ALLIANCE

e Procureit through a computer system [ aw GROUP..
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)
Child Pornography (cont.)

* Possess it in a computer system or on a
computer data storage medium
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

| nfringement of copyright & related rights
Chap. I, Sec. 1, Art. 10

The Convention requires partiesto adopt domestic laws
and other measuresthat will makeit a criminal offenseto
violatethe Agreement on Trade-Related Aspects of
Intellectual Property Rights (“TRIPS’), the WIPO
Copyright and Perfor mances and Phonograms Treaties,
and related international agreements (the Bern & Rome
Conventions) where such acts “are committed &
willfully, on a commercial scale, and by ey

: ALLIANCE
means of a computer system. LAW GROUP...

www.Alliancel awGroup.com



http://www.AllianceLawGroup.com

Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

Attempt & Aiding and Abetting
Chap. I, Sec. 1, Art. 11

The Convention requires partiesto adopt domestic laws
and other measuresthat will makeit a criminal offenseto
Intentionally aid, abet, or attempt, the commission

of any of the offenses, established under

Articles 2 - 10 of the Convention.
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

Corporate Liability
Chap. I, Sec. 1, Art. 12

The Convention requires partiesto adopt domestic laws
and other measuresto ensurethat legal persons can be
held liablein appropriate instances when actions
prohibited by laws under the Convention are taken by
by natural personson their behalf.
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Convention on Cybercrime:
Substantive Criminal Law Provisions

(cont.)

Penalties
Chap. I, Sec. 1, Art. 13

The Convention requires partiesto adopt domestic laws
and other measuresto ensurethat violations by natural
persons of offenses established in accordance with the
Convention’s substantive provisions are punishable by

“ effective, proportionate, and dissuasive sanctions,”
Including imprisonment.

L

4L A

Similar requirements are imposed with respect ALLIANCE
to legal persons(i.e. cor porations), except 1AW GROUP..
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Convention on Cybercrime:
Procedural Provisions

Section 2 of the Convention specifies procedural
requirementsto be applied to:
* The criminal offenses established pursuant
to the Convention
e Other criminal offenses committed by means
of a computer system
* The collection of evidencein eectronic form
concerning a criminal offense
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Why Are Procedural I'ssues | mportant?

* The Internet makes cybercrime activity possible
anywherein theworld, directed at any area of the
world

* Cybercriminals often mask their location and their activity
by using “third party” computersthat they control
without the owner’s knowledge or consent

 Digital evidenceis ephemeral and can quickly disappear
or beerased. Thus, it iscritical to detect and capture

It very quickly. &
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Convention on Cybercrime:
Procedural Provisions

Parties must adopt domestic law and other
provisions necessary to require:
*Expeditious preservation of data stored on
a computer system
» Submission of specified computer data under
a person’s control and subscriber information
within the possession or control of a service provider
« Search of a computer system and the data on it and
seizure of relevant data
 Collection or recording of real-time traffic &
data (including compelling a service e

. ALLIANCE
provider to do so) LAW GROUP..
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Convention on Cybercrime:
Procedural Provisions (cont.)

 Collection or recording of real-time communications
content (including compelling service providersto
do so or to assist)

L
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Convention on Cybercrime:
Jurisdictional Provisions

The Convention requiresthat parties adopt
domestic law and other measures necessary to
establish jurisdiction over any substantive offense
under the Convention and that occursin:

 TheParty’sterritory

» On board a ship flying theflag of the Party

e On board an aircraft registered under thelaws

of that Party or
* In a State wher e the offense was committed by

a Party’snationalsand is

punishable by criminal law in that #
State or if the offense is committed by ALLIANCE
one of that Party’snationalsin an area LAW GROUP..

www.Alliancel awGroup.com

outsidetheterritorial jurisdiction of any State
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Why IsJurisdiction | mportant?

* Cybercriminalstry to avoid detection and
prosecution by operating outside of theterritory
that they aretargeting.

* Thus, it isimportant that the targeted country
have broad jurisdiction to pursue them.

 In order to do this effectively, international
cooper ation and coordination iscritical.
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Convention on Cybercrime:
| nter national Cooper ation

Chapter |11 of the Convention establishesthe
general principlethat parties shall cooperate with
each other “to the widest extent possible” to
conduct investigations or proceedings concer ning
criminal offensesrelated to computer systems
and data and for the collection of evidencein
electronic form of criminal offenses under laws
established pursuant to the Convention.
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Convention on Cybercrime:
| nter national Cooperation (cont.)

Chapter 111 of the Convention also setsforth
general principleson:
« Extradition (i.e., theremoval of a person
from one country to another in order to
be subject to prosecution for one of the
criminal offenses established in accordance
with the Convention) and
 Mutual assistance between parties
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Convention on Cybercrime:
| nter national Cooperation (cont.)

Chapter 111 of the Convention provides specific
provisions on certain aspects of mutual assistance
requests, wherethedataiswithin theterritory of
another party including:

» Expedited preservation of stored computer

data

» Expedited disclosure of traffic data

» Accessing stored computer data

» Real-time collection of traffic data

e | nterception of communications content data &
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Convention on Cybercrime:
| nter national Cooperation (cont.)

Finally, Title 3 of Chapter I11 of the Convention
specifiesthat each party shall designate a point of
contact available on a 24 hour by 7 day a week basis
to assist in investigations or proceedings concer ning
criminal offensesrelated to computer systems and
data. Such assistance shall include facilitation or
performance of the following functions:

*Technical assistance

*Preservation of data

«Collection of evidence ‘Fti

«Coordination and communication ALLIANCE
on an expedited basiswith another W%fWGLGVEOUPm

Party’sdesignated contact
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Continuing I ssues

* Need for national cybercrime laws

 Need for increased inter national coordination and
cooper ation

* For example, thel TU, through its Global Security
Agenda (GSA), and the High-L evel Experts Group
(HLEG) operating as part of the GSA, isactively
working to elaborate “ strategies for the development
of amodel cybercrimelegislation that is globally
applicable and inter operable with existing national

. . . 7 'L 'l
and regional legislative measures. ALLIANCE

LAW GROUP..
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New Types of Cybercrime or
Misconduct

| dentity Theft

* The use of another person’sidentity by which the
perpetrator fraudulently obtains and usesthat
person’sidentity

* Theidentification information can be obtained
through various means, including “ phishing”
(providing a link to afraudulent web site designed
to collect personal information) and hacking
(penetrating a computer databaseto obtain &
confidential identifying infor mation). R

ALLIANCE
LAW GROUP..
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New | ssues
| dentity Theft (cont.)
e An increasing problem:

e |n 2006, over 8 million Americans wer e victims of
Identity theft with an estimated cost of $56 billion.
Theresult isbad credit reports, inability to obtain
credit cards and loans.

* Inthe UK, the cost of identity theft was calculated
at 1.3 billion British Pounds per year.

* In Australia, estimates of the cost of identity
theft range from $1 billion to $3 billion A&é%ggf
(US) per year www.Alliancel awGr oup.com
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New | ssues
| dentity Theft (cont.)
 Thelssue: How to Deal With It asa Legal Matter?

e The Convention on Cybercrime protects against
certain actsinvolved in identity theft
for example, hacking into a computer system or
database in order to obtain identify infor mation.
However, the information itself isnot protected.

 The U.S. protectsthe data itself (i.e. the personal
infor mation) but also the meansthat
may be used (such as hacking) to obtain ey

that information. %%%R%Sf

www.Alliancel awGroup.com
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New | ssues
| dentity Theft (cont.)

 Thelssue: How to Deal With It asa Legal Matter?

 The Council of Europeisconsidering various
means that would focus on the information itself,
Including closing gapsin the Cybercrime
Convention and adopting specific national laws
focusing on protection of the information

 The U.S. isconsidering additional identity-theft
protections (* The ldentity Theft Enfor cement
and Restitution Act of 2007”). Thiswould #
expand enfor cement powers, expand crimes ALLIANCE
(e.g., cyber extortion) and allow victimsof  LAWGROUP.
identity theft to sue for damages. | |
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New | ssues
Cyber Bullying

e What isit?

* Onedéefinition is. “when achild, preteen or teen
IStormented, threatened, harassed, humiliated,
embarrassed or otherwisetargeted by another
child, preteen or teen using the I nter net,

Inter active and digital technologies or mobile

phones.”

 Thisbecame an issuein the U.S. when a
13-year old girl killed herself allegedly #
because of insulting Internet ALLIANCE

communication sherecelved from someonewﬁi&gvi%f;
she believed to be a 16-year old boy.
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New | ssues
Cyber Bullying

o It later developed that the communication was,
In fact, from a woman who was the mother of a
former friend of thegirl.

 Iscyber bullying criminal (should it be)?

*Missouri declined to file criminal charges because
Its state law was not broad enough to cover the
conduct

e U.S. government charged that the mother’s #
access to the social networking siteviolated ALLIANCE
terms of use and thus was unauthorized W&fwﬁiowm
access in violation of law | |
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On-Line Resources

«Council of Europe Convention on Cybercrime
(http://www.coe.int/t/DG1/LEGALCOOPERATION/
ECONOMICCRIME/cybercrime/default_en.asp)

| TU Global Security Agenda
http://www.itu.int/osg/csd/cybersecurity/gcal

*Regiona Conference on Cybercrime
Activities & Recommendations
Casablanca, Morocco (June 18 - 20, 2007)
http://www.arab- niaba.org/english/events/

pubsbyactivity.asp?aid=122 &
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http://www.coe.int/t/DG1/LEGALCOOPERATION/
http://www.itu.int/osg/csd/cybersecurity/gca/
http://www.arab

On-Line Resour ces (cont.)

*Regiona Conference on Cybercrime

Cairo, Egypt (Nov. 26 - 27, 2007)
http://www.coe.int/t/e/legal _affairs/legal co-
operation/combating_economic_crime/6_Cybercrime/Cairo
DeclarationAgainstCC2007_EN.pdf

| TU Regiona Cybersecurity Forum 2008

Doha, Qatar (February 18 - 20, 2008)
http://www.itu.int/I TU-D/cyb/events/2008/doha/docs/
doha-cybersecurity-forum-report-feb-08.pdf

*Computer Crime and Intellectual Property Section ‘Fti
U.S. Department of Justice ALLIANCE

http://www.cybercrime.gov/ LAW GROUP..

www.Alliancel awGroup.com
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On-Line Resour ces (cont.)

*News summaries concerning cybercrime laws and regulation
and links to many national laws concerning cybercrime
http://www.cybercrimelaw.net/
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